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APPLICATION OF ARTIFICIAL INTELLIGENCE IN SECURITY

Abstract. Artificial intelligence is one of the key factors determining the
future development of the security sector. To enhance the application of artificial
intelligence in security and increase the level of automation, a more detailed study
of the application of artificial intelligence in security is necessary so that software
products in the security market can continually meet the new needs driven by
social development. This article primarily examines the application of artificial
intelligence technology in security. First, the level of development and stage of
artificial intelligence in security are described. Second, the types of artificial
intelligence technologies applied in security are presented. Third, the practical
application of artificial intelligence in security is briefly discussed.

Keywords: artificial intelligence; security; biometrics; deep learning;
machine learning, software products.

Introduction

In recent years, the domestic security industry has maintained steady growth
in market size, and its prospects are promising. Intelligent security is gradually
becoming a focus for the transformation and modernization of the security
industry, accounting for an increasing share of this trend. In terms of technology
application, the application of artificial intelligence (Al) in security is primarily



related to facial and vehicle recognition, including biometric recognition
technology, big data, and video structuring technology [1].

In terms of industry application, intelligent security currently has
applications in public safety, transportation, finance, industry, construction, and
other fields. In the transportation field, Al technology could be used in the future to
analyze urban traffic flow in real time, adjust traffic light intervals, reduce vehicle
waiting times, and so on, intelligently allocating resources to improve traffic
efficiency. In construction, Al technology could be used for comprehensive
building security and energy management, as well as for real-time monitoring of
people, vehicles, and objects entering and exiting the building. Urban security is a
cornerstone of urban development. As Al becomes increasingly diversified, it
offers a valuable tool for addressing security challenges in urban management and
operations, helping to create a healthy and safe urban environment.

Key artificial intelligence technologies in the field of security

With the development of artificial intelligence technology, it is constantly
being integrated into modern security systems. The development of Al in the field
of security is mainly driven by modifications to video structuring, biometrics,
object recognition and big data analysis.

Video structuring

Video structuring is a fundamental prerequisite for biometrics and object
recognition. In technical terms, it can be divided into three stages: detection,
tracking and attribute extraction. During the detection process, the foreground
object is extracted from the video, and then it is determined whether the
foreground object is an effective target (people, vehicles, faces, etc.) or an
unacceptable target (leaves, shadows, lights, etc.) [2].

The target tracking process involves continuously observing a specific target
in a given environment and obtaining a high-quality image as a result of the entire
tracking process. The target attribute extraction process involves identifying target
attributes in the detected target image and assessing the visual characteristics of the
target, such as gender, age, clothing, vehicle type, colour, and other attributes. The
process of extracting object attributes is mainly based on feature extraction
technology and deep learning network structure classification.

After that, artificial intelligence structures the video data, and the object
recognition search speed will increase significantly. At the same time, deep
intelligent analysis of structured data can perform a predictive function. In
addition, structured video data takes up less memory space, which can effectively
reduce the burden on information transmission and storage.

Biometrics

Biometric technology is a technology that uses physiological and
behavioural characteristics inherent in the human body to identify individuals.
With the development of science and technology, biometric technology has
become an important means of identification or authentication technology. As an
important branch of biometrics, facial recognition allows people to be identified in



the most natural and intuitive contactless way by users, and is also the most widely
used technology in the field of public safety [3].

Currently, public safety agencies have the most pressing technical needs
when working with people. In the field of real crime fighting, facial recognition
can not only confirm identity, but also provide comparison, tracking, real-time
detection, etc., helping the police to quickly identify a target in a crowd and
achieve early warning of incidents.

Object recognition

Currently, in the field of security, a typical application of object recognition
is vehicle recognition. With the help of a peripheral trigger and video call, an
image of a vehicle can be obtained and the number plate automatically recognised.

Recognition of the characteristics of the vehicle's shape and license plate can
not only determine the attributes of the vehicle, but also determine the attributes of
the owner, related personal attributes, behavioural characteristics, and in
combination with biometrics,create a three-dimensional prevention and control
system.

In practical application, vehicle recognitioncan be sequentially compared
with vehicle attributes, owner attributes, and other data for early warning of
incidents involving vehicles with a high propensity for committing offences.

Checking passing vehicles at checkpoints allows vehicles to be filtered
based on the creation of a large number of databases in order to quickly block
target vehicles and reduce the workload on the relevant authorities.

Big data analytics technology

Big data analytics technology allows you to integrate massive amounts of
unstructured and structured data, as well as analyse and calculate the attributes of
this data. Big data technology provides powerful distributed computing and
database management capabilities for Al, which is an important support for the
analysis, prediction, and self-improvement of artificial intelligence [4]. The
technology consists of three parts: big data management, large-scale distributed
computing, and intelligent data analysis. Massive data management is used to
collect and store comprehensive information from resources involved in the
application of artificial intelligence and to accumulate data based on time. At the
same time, valuable data can be generated through intelligent big data analysis,
which can provide more effective data samples for deep learning.

Big data analysis technology can significantly reduce labour costs, increase
efficiency, and even make it possible to solve some problems that cannot be done
manually in some aspects.

For example, facial search, personnel database, ID card database search,
duplicate personnel search using semantic description from video to search for a
vehicle of a certain colour, number plate search, image search, video association
and other applications.

Practical application of artificial intelligence in the field of security

Application of deep learning Al technology in the field of security
Currently, the Al deep learning architecture network mainly includes an



autoencoder, a Boltzmann machine, and a convolutional neural network, the latter
of which is similar to a biological neural network, has a smaller weight coefficient,
and a lower model complexity. A deep convolutional neural network mainly
includes three layers.

1) Input layer. Data collected by the device is then imported into the system.

2) Hidden layer. The hidden layer is divided into two layers: upper and
lower layers. The upper layer is a fully connected layer, and the lower layer
consists of a convolutional layer and a lower sampling layer alternately in pairs.

3) Output layer. The output layer can use logical data collection regression,
SoftMax regression, or a support vector machine for image classification.

A convolutional neural network is a neural network that implements a ‘local
perception field” and ‘weight distribution’ using convolution. Based on the deep
learning technology of artificial intelligence deep neural networks, monitoring
equipment can automatically identify and evaluate the received image,
independently process video content, and calculate a large amount of potentially
useful information in the input data.

Application of Al video structuring technology in the field of security

Based on deep learning Al, intelligent video analysis technology, formed by
establishing auxiliary technical measures, is Al video structuring technology. The
technology has three main stages:

1) Target detection. The process of extracting foreground objects from
image information and identifying them is called target detection 2) Target
tracking. Target tracking is a kind of intelligent decision-making process that
involves recording and capturing specific foreground targets, as well as certain key
actions.

3) Target attribute extraction. The process of recognising, extracting,
classifying and storing the visual characteristics of specific foreground objects is
called object attribute extraction.

The above three steps combine deep learning Al, machine vision, data
processing and other technologies to implement automatic search, evaluation and
response functions in security technology.

A key link in the practical application of artificial intelligence in the
field of security

From the perspective of various scenarios, the practical application of
intelligent security can be analysed depending on the time of the event, the type of
event, how to prevent the event, and how to reproduce the event process. Many
events occur at night, while the colour palette of conventional cameras is black and
white. Videos obtained from such cameras lose a lot of colour information and key
details. Therefore, a 24-hour full-colour effect should be achieved. With the
appropriate equipment, there is no need for external lighting compensation
technology in dark or low-light monitoring conditions, which can also restore the
perfect colour image.

A complete intelligent security product should have an audible and visual
deterrent system to ensure that the system can actively use deterrence strategies to



prevent events from occurring when predicted. The warning system combines an
audible alert, white light flashing, laser tracking, and other early intrusion warning
modes. Traditional security systems rely heavily on humans. The most
fundamental change is to turn retroactivity into advance warning, which will make
the popularisation of intelligence inevitable.

Al can analyse the perimeter of the area and the behaviour of personnel, as
well as respond flexibly to all kinds of intrusions, wandering, temporary stays, and
SO on.

Prospects for the development and trends in intelligent security in smart
cities

The future trend in the development of intelligent security is mainly
manifested in three aspects:

1) Providing monitoring systems with advanced computing capabilities,
certain intelligent analysis functions, such as human image recognition, vehicle
recognition and behaviour recognition, can be brought to the fore to implement a
general Al security architecture. This not only meets the requirements of intelligent
urban security applications, but also reduces the burden on network data
transmission and dependence on data centres through computation to improve the
intelligent efficiency of the entire network.

2) Human-machine collaboration and intelligent control.

Human-machine collaboration requires machine cognitive abilities based on
human state modelling, human knowledge sharing capabilities, and global planning
capabilities [5].

In the field of intellectual security, human-machine systems can play a role
in remote emergency management, joint decision-making at accident sites, and
work in areas inaccessible to humans.

For example, in critical situations, citizens can send distress signals to the
video surveillance system using gestures.

3) Global cognitive intelligence. Big security data is a collection of data
from multiple departments and systems at different points in time. The density of
data values is very low, and the inability to perform global data analysis seriously
limits its application. In the future, a key direction for the development of
intellectual security will be to provide machine learning the ability to process
large-scale, full-scale, and multi-source data [6] that cannot be processed by
humans in real time, understand complex hidden laws, and, finally, formulate an
optimal strategy that goes beyond local suboptimal decision-making by humans
from a global perspective.

Conclusion

The level of artificial intelligence development in the field of security is
changing rapidly. The first level is intelligent video surveillance terminal
recognition technology, such as facial recognition and number plate recognition.
The second level is intelligent security data analysis technology, which can
automatically store data and analyse its essence. The third level is big data analysis
and exploitation technology, which can model and analyse security patterns over a
certain period of time, conduct in-depth analysis, and predict trends. In the future,



security products must be able to mimic human thinking [7], replace some human
work, and create cross-platform networks for cooperation between different
devices.

Intelligent security has entered the era of big data and artificial intelligence.
Acrtificial intelligence, based on machine vision and deep learning technology, is
widely used in public security control, traffic management, criminal investigation
and other scenarios. In an environment without human intervention, a computer
can automatically analyse the content of camera footage, including target
detection, target segmentation extraction, target recognition, and target tracking.
Working with massive heterogeneous data from multiple sources is a challenge
that intelligent security must face. Currently, the public security system database
accumulates a large amount of information on vehicles, personnel, social
connections, and other data [8]. At the same time, city cameras, intelligent mobile
terminals, and sensors constantly generate large amounts of social security data,
which contains hidden information about city security.
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KAVIIIC3IIK CAJIACBIHJA "KACAH/ABI MHTEJUIEKTTI
KOJIIAHY

Anoamna. ’Kacanovl unmennekm Kayincizoik canacvlHvly 601auax 0amyvblt
AHLIKMAUmMvlH  He2izel akmopaapovly 0ipi  6oavin  mabdwinadel. Kayincizoik
canacvlHoa  HcAcamovbl — UHMeENNeKmmi — KOJNOAHyObl — Kyweumy  JHcoHe
asmomammanovlpy OeHeelin apmmoulpy YWiH Kayincizoik 06a20apiamanslk
OHIMOepi aneymMemmiK 0amyoOan MybIHOARAH JHCAHA Kadcemminikmepoi YHeMi
KaHaeammanovlpa  aiamelHOail — emin, Kayincizoik  calacblHOAd — HCACAHOb
UHmMeNIeKmmi KOA0aHyowl e2xcel-medcelini sepmmey Kaxcem. byn makanaoa
He2i3IHeH JHCACAHObL UHMEILIEKM MEXHONI02UACHIH KAVINCIi30iK CanacblHoa KOa0amy

Kapacmoipoliaovl.  bipinwioen, Kayincizoik — canacvlHOaavl HCACAHOBL
uHmeniekmmiy — 0amy OeHeelli MeH camvlcbl cunammanaovl. Exinwioen,
Kayincizoik canacviHoa KOJLOAHBLIAMbIH acacanowvl UHmMeJsIeKm
MeXHON02USNADLIHBIH mypiepi  YCbIHbLIAObL. Ywinwioen, JHreacamnovl

UHMeNIeKMMIK KAYINciz0iK CalacblHOagbl NPAKMUKAIbIK KOAOAHBLLYbl KblCKAUA
MAanKbLIAHAObL.

Tyitinoi ce3oep: scacanovl unmeniekm, Kayincizoik;, ouomempus; mepew
OKbIMY, MAWUHATLIK OKbIMY, 6A20apiamanivlk OHiMoep.
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NPUMEHEHHNE HCKYCCTBEHHOI'O UHTEJIVIEKTA B CO®EPE
BE3OITIACHOCTH

Annomayusn. Vickyccmeennvlli UHMeNIeKm s611emcsi OOHUM U3 KIOYEeBbiX
Gdaxmopos, onpedensaowux 0yoywee pazeumue cgepwvt 6ezonacnocmu. Imooul
YCUIUMb NpUMeHeHUue UCKYCCMBEEHHO20 UHMeleKma ¢ odracmu 6e30nacHocmu u
NOBLICUMb YPOBEHb ABMOMAMU3AYULU, HeoOX00UMo Oonee noOpobHOe usydeHue
cXembl NpUMEHEHUs. UCKYCCMBEHHO020 UHmeleKma 8 obracmu 06e30nacHoCmu,
YmoObl NPOSPAMMHBIE NPOOYKMbL HA PbIHKE 0e30NACHOCU MO2IU NOCMOSHHO
Y00871emB8opsimsb HOGble NOMPEeOHOCMU, BbI36AHHbIE COYUATbHLIM passumuem. B
OaHHOU Ccmamve 6 OCHOBHOM PACCMAMPUBAEC NPUMEHEeHUe MeXHOI02UU
UCKYCCMBEHHO20 UHMENIEKMA 8 00a1acmu Oe30nacHoCmu.

Ilpedicoe 6cezo, onucan YposeHvb pazeumusi U CMAaOusi UCKYCCMBEHHO20
unmeniekma 6 obracmu 6OeszonacHocmu. Bo-emopwvix, npedcmasneHvl 6uUObI
MEXHONO2ULl  UCKYCCMBEHHO20 — UHMENNeKma,  NpUMeHsemvlx 6  obaacmu
bezonacHocmu. B-mpembux, Kpamko u3iazaemcs npaxkmuieckoe HnpumeHeHue
UCKYCCMBEHHO20 UHMELIeKma 8 001acmu 6e30nacHoCmu.

Kntouesvle  cnosa:  uckyccmeeHuwlli  uUHmeNLieKm,  O€30NACHOCMb,
ouomempus, 2nyookoe obyuenue, MauuHHoe oOyuenue, NPocpammusle NPOOYKMbL.



