UDKO002.6:004.3
DOl

Baimukhamedov M.F.,
Doctor of Technical Sciences, professor,
bmf45@mail.ru’

Boranbayev A.S.,
PhD, Professor,
askar.boranbayev@nu.edu.kz °

Baimukhamedova G.S.,
Candidate of Economics Sciences,professor,
gulzada48@mail.ru*

Aimurzinov M.S.,
Candidate of Economics Sciences,professor,
ams-66@mail.ru’

Kostanay Social-Technical University
named after Z.Aldamzhar,
110000 Kostanay, ave.KoblandyBatyr, 27*

Nazarbayev University,
010000 Astana, ave.KabanbaiBatyr, 53

THE ROLE OF BLOCKCHAIN IN ENHANCED REGULATORY COMPLIANCE AND
IMPROVEMENT OF AUDIT PROCESSES

Abstract. The modern world is shaped by continuous technological progress.
Given the benefits of technological innovation for society, it is necessary to explore
whether similar benefits can be achieved by implementing breakthrough
technologies in accounting systems, namely blockchain. Blockchain was created by
Nakamoto in 2008 with the intention of using the technology as the infrastructure
for Bitcoin. Blockchain is a decentralized and distributed digital ledger that
records transactions in an immutable, traceable, and secure manner. A literature
review was conducted to examine how smart contracts, triple-entry systems, and
real-time accounting impact organizations' compliance and audit processes. The
overall results demonstrate that blockchain technology offers numerous benefits in
accounting, transforming traditional practices and enhancing overall efficiency,
transparency, and security.
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1. Introduction



To maintain the security and integrity of the transaction verification process,
private and public keys are used as part of a cryptographic system. A private key is
a set of generated numbers that users use to sign transactions, confirming
ownership and accessing their assets. A public key is used to identify users on the
network and creates addresses used when sending and receiving transactions [1].
After verification, transactions are combined to form a new data block. These
blocks, containing multiple transactions, are appended to previous data blocks,
thereby creating a blockchain. Thus, the blockchain becomes an immutable ledger.
The innovation of blockchain technology lies in the programming that enables the
formation of interconnected blocks that form the so-called blockchain. After a
block is created, it receives a block header containing information such as a
timestamp, nonce, the hash value of the previous block, the Merkle tree hash value,
and other information [2].Because many transactions occur simultaneously, a
mechanism is needed to determine which block will be the next one in the chain.
Blockchain solves this problem through a Proof of Work (PoW) mechanism.

Under this mechanism, network nodes (miners) receive a financial reward
for finding a solution, known as a nonce, to a mathematically complex problem.
After a node calculates a nonce containing hashes with a certain number of zeros,
other nodes must verify its correctness. Once verification is complete, the block is
added to the chain [3].

2. Methodology

This work is relevant because technologies are developing at an exponential
pace and have the potential to penetrate and transform traditional business
processes. Therefore, this article is intended for organizations considering the
benefits of blockchain technology, as well as for auditors who may need to conduct
a financial audit of this technology in the near future. The structure of a blockchain
resembles linked lists or binary trees.

Karimov [4] defines linked lists as "a data structure containing a group of
data elements representing a sequence. Each data element is called a node. Nodes
contain data and are connected to the next node in the sequence via links." In a
blockchain, nodes are connected via hash pointers. A hash pointer is a
cryptographic hash function that creates a fixed-length string of characters to
represent data. When a new block is created, this hash function is used in the block
header to link to previous blocks, forming a tamper-proof transaction ledger. The
Merkle tree hash is another element of the block header, used to represent all
transactions within the block. The Merkle tree is topped by a top hash consisting of
leaf nodes. These leaf nodes are hashed together to accurately represent the list of
transaction data (Kulkarni, [5]).

This structure means that any data change will result in a different root
Merkle hash, which is easily detected.Peer-reviewed articles from highly ranked
academic journals were used to obtain information. These sources were chosen
because the information they contain is considered credible and reliable. In
addition to academic journals, alternative sources, such as publications by Deloitte,
PwC, and the AICPA, were used. They were included because they were



considered relevant and necessary for understanding the practical application of the
theories discussed in the article.

It is becoming clear that blockchain architecture offers a number of
advantages, including transaction transparency and traceability, immutability of
ledgers, which enhances data integrity, and enhanced security, which reduces the
likelihood of fraudulent activity [6]. All of these factors could become significant
advantages when implementing blockchain in accounting systems.

3. Literature Review

There are two types of blockchains, which will be discussed below. The first
to emerge was the permissionless blockchain, best known for its use in
cryptocurrencies such as Bitcoin and Ethereum. Swan [7] defines a permissionless
blockchain as "shared by all network users, updated by miners, controlled by
everyone, and owned by no one." This means that no special permission is required
to send transactions, other than having the funds to pay the transaction fee.
Furthermore, anyone can participate in the transaction verification process and
potentially become a validator [8]. Helliar et al. [9] note that permissionless
blockchains, particularly in the form of cryptocurrencies, have gone through
various stages of adoption and are approaching widespread public and industry
acceptance. This may be due to the advantages highlighted by Liu et al. [10],
including decentralization, transparency, inclusiveness, and security. Despite this,
permissionless blockchains have drawbacks, such as the inability to quickly
process large transaction volumes. Privacy is a particularly important issue for
organizations, as companies fear that sensitive business data will become publicly
available [10].

This leads to an alternative form of blockchain—permissioned or private
blockchains. In such blockchains, participation in the sending of transactions and
the validation process is limited [8]. This means that transactions are confirmed by
authorized participants rather than anonymous miners. The privacy protection
provided by permissioned blockchains makes them better suited to the needs of
organizations. Helliar et al. [9] note that "the financial industry has been and
remains at the forefront of permissioned blockchain development." Casey and M
[10] found that managers can take excessive risks for personal gain to the
detriment of the principal (owner).

Providing shareholders and regulators with relevant and accurate accounting
information is paramount. Therefore, reliance on reliable accounting information
systems has become a critical element of the agency relationship between
shareholders and managers [11]. (Antwi, 2021). Khan et al. [12] define smart
contracts in a blockchain environment as ‘“computer protocols designed to
facilitate, verify, and automatically enforce negotiations and agreements between
multiple untrusted parties.”

4, Results and Discussion

Benefits of Implementing Blockchain in Accounting

Blockchain clearly has the potential to transform existing accounting
systems, as evidenced by the fact that all Big Four firms have explored distributed
ledger technologies such as blockchain [13]. Furthermore, a Deloitte survey found



that companies are eager to adapt their business processes to accommodate
blockchain implementation (Deloitte, [14]). It should be noted that blockchain
technology is better able to address modern accounting challenges than existing
financial record-keeping systems, as it provides protection against data forgery, as
well as higher levels of transparency, traceability, and timeliness. Blockchain has
the potential to "simplify operations, reduce transaction settlement times, reduce
counterparty risk, minimize fraud, and improve capital regulation and liquidity"
[15].

One of the pressing challenges is paper-based document management.
Blockchain can solve this problem by digitizing documents, which simplifies
operations, increases efficiency, reduces costs and human error, and enables
automated data reconciliation.

The second problem is the lack of a mechanism for tracking transactions
between different ledgers. To reduce counterparty risk, blockchain creates an audit
trail, where transactions are encoded and executed on a shared, immutable ledger.
Furthermore, accounting is susceptible to fraudulent activity. This problem is
solved by the transparency and immutability of blockchain, as fraudulent transfers
can be detected in real time, making the system extremely secure [15].

Another issue is the lengthy transaction settlement process. To speed up this
process, blockchain uses smart contracts. These contracts, which will be discussed
in detail later, ensure real-time transactions by automatically executing contract
terms once pre-set requirements are met. Furthermore, many processes involve
intermediaries. Blockchain eliminates the need for them, reducing information
asymmetry between market participants and promoting liquidity and capital
efficiency. Finally, accounting faces regulatory complexity, which is costly for
organizations. The implementation of blockchain will make reporting faster and
more accurate, enabling real-time monitoring between regulators and regulated
companies.

Thus, the analysis shows that the implementation of blockchain in
accounting systems has the potential to solve many existing problems in the
industry.

Blockchain as an Accounting Information System

The Institute of Chartered Accountants in England and Wales (ICAEW)
describes blockchain as "an accounting technology... concerned with the transfer
of ownership of assets and the maintenance of a register of accurate financial
information. For accountants, the use of blockchain provides clarity regarding the
ownership of assets and the existence of liabilities" [16]. The next section
examines the unique characteristics of blockchain that make it suitable for use as
an accounting information system. These innovative features provide the
foundation for understanding how organizations can use blockchain for regulatory
compliance.

Smart Contracts

The idea of smart contracts was first proposed in 1994 and refers to
computer programs that automatically execute the terms and conditions of real-



world contracts. Blockchain has undergone three stages of development, each
adding new features. The primary purpose of Blockchain 1.0 was cryptocurrency
trading, while Blockchain 2.0 expanded its scope to include financial applications
[7]. Smart contracts function similarly to a bank, collecting and consolidating
transaction history, but differ in that they allow users to encode their agreements
and trust relationships, enabling automated transaction execution without the
oversight of a central authority [17].

Traditional contracts require trusted central authorities for execution and
oversight, but blockchain smart contracts eliminate this need by distributing
control among all nodes in the network, making the system secure and tamper-
resistant.

Real-Time Accounting

Blockchain technology can improve the quality of accounting information
for investors in two ways: by increasing its reliability and ensuring its timeliness
[18]. Currently, companies' ledgers are updated monthly or quarterly, and financial
statements are prepared quarterly or annually. These are then audited by an
external auditor. Due to the lengthy process, users receive information that may
already be out of date. Blockchain can solve this problem because a company's
entire transaction history can be stored with a permanent timestamp. This means
that a company's accounting records can be accessed by shareholders, customers,
creditors, and other stakeholders in near real time.

Real-time accounting refers to the near-instantaneous or daily updating of a
company's accounting data. Users will be able to generate profit and loss
statements or balance sheets in real time [19]. This has both internal and external
implications for organizations. Within a company, managers' ability to manipulate
earnings will be significantly reduced. Yermack [19] notes that real-time
accounting reduces the importance of quarterly earnings manipulation and reduces
distortions in investment policy. From an external perspective, "blockchain could
save financial institutions at least $20 billion annually on settlements, regulation,
and international payments" [20].

Implications for Compliance and Auditing

Compliance means ensuring that companies accurately report financial data
in accordance with established rules and standards governing the accounting of
revenue, expenses, assets, and liabilities. Public companies publish financial
statements so that stakeholders can assess their financial position. To ensure the
reliability of the information, an independent external auditor audits the financial
statements. However, in today's environment, ensuring and assessing the reliability
of data is becoming increasingly complex. This challenge can be mitigated by
integrating blockchain into accounting systems.

Blockchain provides instantly verified transaction records—so-called real-
time accounting—which differs from traditional auditing, which relies on
reviewing sample transactions and closing balances. Unlike traditional auditing,
which only reviews a sample of transactions, blockchain creates an audit trail in
real time. Auditors have access to a complete and reliable transaction history. This



Is called continuous auditing. The benefits of continuous auditing include increased
efficiency, reduced costs, and reduced risk of human error.

Smart contracts also impact compliance and auditing. They enable the
automated execution of multilateral agreements and enable the automatic recording
of transactions in accordance with established standards [6]. This means that many
transactions will be recorded correctly from the outset, reducing the need for
verification. However, some accounting estimates still require human judgment,
such as impairment testing or fair value assessment. Therefore, Rozario and
Vasarhelyi [21] propose a hybrid audit model that combines automated and
traditional procedures.

Smart contracts can also be used for auditing purposes. The decentralization,
immutability, and accountability of blockchain improve the reliability of audit
evidence. This makes auditing more proactive rather than retrospective. Auditors
can monitor transactions for compliance with accounting rules in real time and
immediately identify discrepancies, reducing the likelihood of material
misstatements. This raises questions about the future role of accountants and
auditors. Some researchers argue that automated data reconciliation could make
these professions obsolete. Nevertheless, it can be argued that the role of
accountants and auditors will remain. Blockchain cannot confirm the actual
physical execution of transactions, prevent asset misappropriation, or prevent
errors in transaction valuation.

Therefore, the professions of accountants and auditors will remain, although
their functions will change. The use of blockchain will reduce the need for labor-
intensive auditing tasks and allow specialists to focus on strategic consulting,
analytics, and data analysis.

5. Conclusion

The study results demonstrate that blockchain technology offers numerous
benefits for accounting, transforming traditional practices and improving
efficiency, transparency, and security. Blockchain provides access to immutable
financial data in real time, reduces the risk of data tampering, and enhances trust
between participants. Security is achieved through cryptographic protection and
decentralization. The technology simplifies processes by automating tasks using
smart contracts, reducing transaction costs.

Furthermore, blockchain creates an immutable audit trail, facilitating
regulatory compliance and strengthening stakeholder trust by providing accurate
and reliable data. Financial auditing remains a critical element in ensuring user and
investor confidence. Blockchain's capabilities for continuous auditing and real-
time monitoring reduce the risk of fraud and facilitate compliance with accounting
standards. This demonstrates that blockchain implementation will significantly
improve regulatory compliance and simplify organizations' audit processes.

In conclusion, the implementation of blockchain technology in accounting
systems will have a multifaceted impact on regulatory compliance and audit
processes for organizations. The immutable ledger of the blockchain ensures a
chronological record of all transactions and the impossibility of changing them



once confirmed. This transparency and traceability help regulators access data in
real time and conduct compliance audits.

Auditors have access to an immutable history of all transactions, simplifying
audits and increasing their reliability. Cryptographic security mechanisms protect
the integrity and reliability of financial data, reducing the risk of non-compliance
due to information manipulation. Furthermore, blockchain reduces the risk of fraud
and errors, making audits simpler and more reliable. Organizations can provide
regulators with up-to-date financial information through real-time accounting, and
auditors are able to conduct continuous audits instead of periodic reviews.

Blockchain technology offers significant benefits for regulatory compliance
and auditing by increasing transparency, security, and efficiency. However, to fully
realize these benefits, organizations must address issues of regulatory uncertainty,
integration, and data privacy. As the technology and regulatory environment
evolve, blockchain is likely to become a fundamental component of modern
accounting and auditing practices.
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BJIOKYEMHHIH PETTEYIILIIK COUKECTITTH )KAKCAPTYJIAFBI
KIOHE AYJAUT NPOUECTEPIH XETIJIAIPY AET'T POJII

Anoamna.Kasipai anem y30iKci3 MEexXHON02UATIbLK npocpeccnen
Kanuinmacaovl. TexHoN02usNblK UHHOBAYUAHBIY KO2AM YULIH NAuodcbli ecKkepe
omulpbln, ecen Jicyuenepinoe, aman —aumanoa  OnOKYelHOe, CepniHoi
MexXHONI02UANapOobl eH2i3y apKblibl YKCAC Naudaea KOoa dHcemkizyee OO0NamblHbIH
sepmmey Kadcem. bnoxuetinoi 2008 scvinet Hakamomo mexnonozusinel Bitcoin
VUWin uH@pakypviivim peminoe Natdaiany MaKcamvlHoa Kypowl. brokuetin -
MPAH3aKYUSAIAPObL 032€PMEUNiH, OAKbIIAHAMBIH HCIHE KAYINCI3 mypoe mipKeumin
OPMANbIKCHI30AHObIPLLIZAH —~ HCIHE  MAPAMbLIZAH  CaHOblK  Kiman.  AKbliobl
Kenicimuapmmapovly, YWmiK aHcazoa Jcyuenepiniy Jicone HaKmvl YaKbim
pedicuminoezi  Oyxeanmepiuik ecen  YUbIMOApObly CIUKECMIK MHCoOHEe  ayoum
npoyecmepine Kaiau acep ememinin 3epmmey YWiH adebuemmepee ULOTY
JHcypeizinoi. Kannvt Homudwcenep OJOKUEUH MEXHOIO0SUACHIHbIY OyXeanmepaix ecen
canacvlHoa Konmezem apmulKWbLIbIKINAp YCOIHAMbBIHBIH, oacmypii
maoicipubenepoi e3cepmemiHii HCoHe AHCANNbL MUIMOLLIKMI, AUUBIKIMIKMbL HCIHE
Kayincizoikmi apmmusipamulHblH KOPcemeoi.

Tyitinoi ce30ep: Onokuelin, Oyxeanmepnik ecen Jicyuenepi, ayoum
npoyecmepi, MexXHOI02UILIK Hcemicmikmep, Canobly Kiman, Oyxeanmepiix ecen,
MUIMOLNIK, Kayincizoix.
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POJIb BJIOKYEMHA B TMOBBINIEHUA HOPMATHUBHOI'O
COOTBETCTBUSA W COBEPHIEHCTBOBAHUSI AYIUTOPCKHUX
MNPOLECCOB

Annomayusn. Cospemernuliil mup gopmupyemcs 61a200aps NOCMOSIHHOMY
mexnonocudeckomy npoepeccy. Habniooas npeumywecmea mexHorocUUecKux
uHHOBayull 0 obwecmea, HeobXo0UMO UCCNe008amb, MOSYM JiU AHANO2UYHbLE
npeumyuiecmea 0vimos 0OCMUSHYMbL NYymMeM 8HeOPEeHUsL NPOPLIBHBIX MEeXHON02ULL 8
byxeanmepckue cucmembl, @ UMEHHO mexHoo2uu oiokyelt. bioxkuelin 6vi1 co30an
Haxamomo 6 2008 200y ¢ yenvio uUCnOIb308AHUSL MEXHONIO2UU 8 Kauecmee
ungpacmpykmypol 015 @QyHkyuonupoganus Bitcoin. Bnokuetin npedocmaensiem
o000l OeyeHMpaIu308anHHblll U PACNPedeléHHbl YUPPOoBOl peecmp, KOMOpblil
Quxcupyem mpam3aKyuu HeusMeHsIeMbIM, OMCIEeHCUBAEMbIM U OE30NACHbIM
cnocobom. [lna u3zyueHus moeo, KaKk CMAapm-KOHMpaKmvl, CUCMeMbl MPOUHOU
3anucu u OyxeanrmepcKull y4ém 6 peaibHOM 8PeMeHU 6AUSIOM Ha CcoOat00eHuUe
HOPMAMUBHBIX MPebOo8aHUl U AYOUMOPCKUe Npoyeccvbl OpeaHu3ayuli, Ol
npoeedén 0630p aumepamypvi. Obwue pe3yrbmamvl NOKA3LIBAIOM, YMO
mexuono2usi ON0KYelUH NpeodoCcmasisiem MHO20YUCTeHHble NpeuMyuecmeda 6
byxeanmepckom yuéme, mpaHcGopmupys mpaouyuoHHsvle NPAKMuKU U nOGbIUUAS
00wy10 3¢hhexmusrnocms, NPO3PAUHOCMb U HE30NACHOCHb.



Knrwouesvie cnoea: oOnokuelin, Oyxeanrmepckue cucmemvl, ayoOumopcKue
npoyeccyl, MexHOI02U4ecKUll npoepecc, yughposou peecmp, OyxearmepcKuti y4ém,
aghpexmusrnocms, 6e30NACHOCMb.



