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PROTECTION MEANS FOR ENSURING CYBERSECURITY OF
THE ECONOMY OF KAZAKHSTAN BASED ON ARTIFICIAL
INTELLIGENCE TECHNOLOGIES

Abstract. The scientific article reveals such an important and relevant topic
today as the use of artificial intelligence technologies in the field of cybersecurity.
The main areas of information protection, into which artificial intelligence
modules are actively integrated, are analyzed. A concept of protection means using
artificial intelligence based on existing domestic software is proposed, including
for the purpose of ensuring the technological independence of the economy of the
Republic of Kazakhstan. Based on an expert survey, the practical significance and
feasibility of introducing protection systems based on artificial intelligence
technologies in various sectors of the economy is confirmed. Recommendations for
combating cybercrime in the economic sphere of Kazakhstan are proposed.

Keywords: economy, artificial intelligence, the Republic of Kazakhstan,
cybersecurity, cyberattack.

Introduction

Currently, the only domestic manufacturer of cybersecurity software in
Kazakhstan that uses artificial intelligence (Al) technologies is MSSP Global, a
Kazakhstani developer of products and solutions for information security and
confidential data protection, producing tools for detecting malware. Our analysis of



cybersecurity mechanisms in organizations of various industries showed that
domestic solutions presented on the market are mainly fragmented: they are able to
effectively counter certain types of cyber threats, but not all of their diversity,
which does not allow them to be used to create a full-fledged cyberspace protection
framework for an organization. For this reason, most large Kazakhstani enterprises
have Dbeen actively using foreign-made security software for preventing
cyberattacks and monitoring security based on artificial intelligence for many
years, since a distinctive feature of foreign solutions was the high efficiency of
detecting and blocking zero-day threats - threats against which protective
mechanisms have not yet been developed [1]. The suppliers of this software were
companies such as: Symantec, IBM, Cylance, Cisco and others.

In connection with these circumstances, Kazakhstan needs to develop its
own set of information security tools, the functioning of which will be based on
artificial intelligence. The need to use artificial intelligence in information security
tools is due to the following reasons:

1) a shortage of specialists in the field of cybersecurity;

2) a significant increase in the volume of data processed by devices in recent
years; 3) an 11-fold increase in the number of cyberattacks in March-September
2022 compared to the same period in 2021; 4) the use of Al technologies by
attackers who are able to bypass security tools without using Al [2].

Methodology

There are 9 main areas of information security tools using Al technologies,
which differ in usage scenarios and functional type. Fig. 1 shows all existing areas
of protection and their share of the total number of products using Al technologies
in the global cybersecurity market.

-

= Detecting and Responding to Cyber Attacks 33,1% Detecting Fraud in Business 13,4%

Security event management 11,1% endpoint protection 9,8%
= Application protection 8,8% = Access and authentication management 7,9%
= Analysis of user and device behaviour 6,4% = Detection of malicious programs 5,1%

Fig. 1 — Distribution of products using Al technologies in the field of
cybersecurity by use scenarios



According to Fig. 1, there is a significant preponderance of the share of
cyberattack detection and response tools, which make up almost a third of the total
number of Al-based protection tools, while malware detection tools (antiviruses)
and anti-phishing tools, which were leaders in the cybersecurity market and were
the most popular areas of protection just a few years ago, now collectively make up
less than 10% of the total market share. These statistics confirm the high rate of
development and change in cybersecurity trends and the need to use innovative
technologies in its protection.

The use of all available types of protection tools will provide an opportunity
to be protected from simple to the most complex attacks, but the cost of the
necessary technical equipment for their maintenance may be too high for many
critical information infrastructure (CII) facilities [3, 4], for which this set of tools is
needed first and foremost, therefore, the proposed set of tools should use areas of
protection that are suitable for most organizations in both the public and
commercial sectors. For example, systems for detecting and preventing fraudulent
transactions and threats in business processes are very useful for commercial
enterprises, but for government agencies and most critical information
infrastructure facilities, their use is impractical due to the small number or absence
of business processes in their activities.

Results

The priority area in the proposed set of security tools will be the NDR
(Network Detection and Response) cyberattack detection and response system. Its
main task is to detect attacks in the network perimeter and promptly respond to
them. The need to use this system is confirmed by its popularity in the global Al
market, which accounts for 33.1% of the total number of security systems. The
principle of operation of this system is to use generated and regularly updated
databases of statistics and threats, continuously analyzed by artificial intelligence
using deep learning technologies. As a result of the analysis of this data, the system
determines threats in the network perimeter in advance and can automatically
respond to them appropriately, changing the configuration of network devices and
gateways.

The main difference from similar means of protection without the use of Al
Is the ability to build a model of potential threats, with the help of which it is
possible to block even those attacks, the algorithm of which is not yet known to
databases [5]. This is primarily necessary to repel cyberattacks that also use Al,
because it is with its help that hackers bypass existing protection systems using the
speed of modification of malicious files and the attack scenario in real time. An
additional function of this system is the analysis of mail traffic for phishing, which
eliminates the need to use a separate system to protect against it. According to
research by the Capgemini Institute of Information Technology, 89% of
organizations that have used Al technologies in systems for detecting and
responding to cyberattacks report a reduction in response time and a decrease in
the costs of detecting and preventing them. Statistical indicators of the



effectiveness of Al in systems for detecting and responding to cyberattacks on
organizations are given in Table 1.

Table 1 - Statistics on the reduction of costs for detecting and responding to
cyberattacks using Al technologies

Percentage of organizations reporting
Indicators improvement in this indicator:

By 1-20% More than 20%
Reducing the cost of vulnerability 54 29
detection
Reducing the cost of restoring IT 51 19
systems from cyber attacks
Reducing vulnerability detection time 53 35
Reducing cyber-attack neutralization 65 20
time

The second direction in the proposed set of information security tools is the
SIEM (Security Information and Event Management) security event management
system. The main task of this protection direction is to monitor information
systems, analyze security events in real time, emanating from network equipment,
information security systems and network infrastructure, IT services and
applications, which in turn help to detect information security incidents. The main
advantage of using Al technologies in this system is the ability to detect abnormal
behavior and reduce false positives when changing templates and data models.

The main problem with SIEM systems is their heavy dependence on experts
to handle the data due to its complexity and the huge volume of data that experts
cannot process. According to Escal Institute of Technology, the use of artificial
intelligence in SIEM systems allows for a very high level of automation and
eliminates the need to expand the staff of information security specialists [6].

The third direction is not the most popular on the world market, but a very
popular system of behavioral analysis of users and information entities UEBA
(User and Entity Behavior Analytics). Its task is to detect cases of unusual
behavior in order to detect external and internal threats. Artificial intelligence
technologies in this type of system help to automatically identify anomalies in user
behavior models (deviation from the norm or compliance with the threat template)
for various elements of information systems.

The detected anomalies are identified by artificial intelligence as various
threats and risks to business. Detection of abnormal behavior can be used for the
purposes of monitoring and access control, detecting fraud among clients or
employees, protecting personal data, checking compliance with certain regulations
and normative acts. UEBA systems simplify the work of security personnel by
automatically solving a variety of tasks, based on the formed models of user
behavior and other elements of information systems, with the subsequent
identification of "black sheep”, thereby determining [7]:

» unauthorized access and movement of data;



* suspicious behavior of privileged users;

» malicious activity of employees;

» non-standard access and use of cloud resources.

If we talk about the use of Al technologies in cybersecurity protection in
general, without reference to a specific protection scenario, then according to a
survey by the cybersecurity consulting company Osterman Research, which
covered more than 100 organizations belonging to medium and large businesses
and operating in various industries and services, 81% of companies that have
started using software for various protection scenarios using Al technologies note
an increase in the efficiency of incident investigation, detection and response speed
to threats. Many respondents also pay attention to the reduction in the number of
false positives. More detailed statistics on the improvement of security indicators
are presented in Table 2.

Table 2 - Statistics on improvement of information security indicators after
the use of Al technologies, %

All Organizations with | Organizations
Advantages organizations |a share of Al |with an Al
application less | application share
than 10% of 10% or more
Speed of threat 60 47 71
detection
Increasing the 59 45 70
efficiency of
security departments
Automation of data 47 39 53
sorting
Optimizing of 46 42 52
Threat Detection
Reduced number of 37 26 51
false alarms
Automatic  system 22 16 29
recovery after a
cyber attack

As can be seen from the data in Table 2, even organizations that use Al
relatively little in their own information security system note significant
improvements from its use to detect various types of threats. At the same time,
organizations with a higher share of Al technologies use record an almost 2-fold
improvement in the value of the parameter "Automatic system recovery after a
cyberattack”, a significant increase in efficiency is also observed in the parameters
"Rapidity of threat detection™ and "Reduction in the number of false positives”. As
statistics show, organizations that actively use Al technologies to ensure protection
against cyber threats can more adequately build the current activities of security
departments on their basis and increase the efficiency of data sorting automation.



To assess the feasibility and effectiveness of implementing Al in ensuring
cybersecurity, as well as identifying the most popular security systems, a survey
was conducted among 25 employees working with network infrastructure and
ensuring its security in organizations of various types. Table 3 presents a list of
questions and possible answers.

Table 3 - List of questions and answer options for employees of information
security departments

Question Question Answer options
number
1 How many information security incidents do | 1) 0-1
you encounter each month? 2) 2-5
3) 6-10
4) More than 10
2 How many of the above incidents are cyber- | 1) 0-25%
attacks? 2) 26-50%
3) 51-75%
4) 76-100%
3 Do you use any security protection tools 1) la
other than antivirus software? 2) Her
4 If you answered “no” to question 3, do you | 1) Jla
consider this security measure sufficient? 2) Het
5 What percentage of cyber-attacks are| 1) 0-25%
prevented before they cause damage? 2) 26-50%
3) 51-75%
4) 76-100%
6 On a scale of 1 to 10, how secure 1 — abconroTHO HE
do you consider your network infrastructure to | 3amuinena,
be against 10 - abcomtoTHO
current threats? 3aIuIeHa
7 Do you need additional staff 1) Yes, a significant
to deal with current issues more effectively? | expansion of staff is
necessary 2) Yes, 1
or 2 additional
employees are
needed 3) No need
8 In your opinion, could more advanced 1) Yes 2) No
security measures using Al technologies 3) | find it difficult
help you solve your current problems? to answer
9 Since February 24, 2022, have you noticed a | 1) Yes
significant increase in cyberattacks on your | 2) No
organization?
10 On ascale of 1 to 10, how necessary is it to 1 - not necessary,
purchase additional software 10 - critically




and equipment for its functioning
in order to more effectively counteract
current problems?

necessary

Source: own development
The results of this survey are shown in Table 4.

Table 4 - Results of the survey conducted regarding models of information

and cyber security

Question Answer option and frequency of its selection, %
No
1 0-1 2-5 6-10 more than
10
0 8 52 40
2 0-25% 26-50% 51-75% 76-100%
0 4 24 72
3 Yes No
24 76
4 Yes No
28 72
5 0-25% 26-50% 51-75% 76-100%
20 44 24 12
6 1-2 3-4 5-6 7-9 9-10
4 12 28 8 4
7 Yes, a Yes, 1 or?2 No need
significant | additional
expansion | employees
of staffis | are needed
necessary
8 Yes 12 0
80 No | find it
difficult to
answer
9 Yes 0 20
96 No
10 1-2 4
0 3-4 5-6 7-9 9-10
12 24 34 30

Source: own development

The following conclusions can be drawn from the results of this survey:
92% of respondents noted that they encounter an average of 8 or more information
security incidents per month. An information security incident, according to
respondents, is the occurrence of one or more undesirable or unexpected events



that are associated with a significant probability of compromise and the creation of
a threat to the security structure of the entire organization [8,9].

Conclusion

According to the results of processing the respondents' answers, in 79.5% of
cases, these incidents are caused by cyber-attacks, not by the human factor
(visiting suspicious sites, failure to comply with the organization's information
security policy, etc.), while 76% of organizations use only antiviruses as a means
of protection, the main purpose of which is to protect against incidents related to
the human factor. 72% of specialists noted that using only an antivirus is not
enough. Damage can be prevented on average only from 45.5% of attacks, the
remaining 54.5% of attacks to one degree or another become an obstacle to the
work process of the entire organization.

The statistics for the sixth question are noteworthy: 44% of employees found
it difficult to answer this question, because they do not have sufficient
competencies or cannot cover the entire infrastructure of the organization. Mostly,
these employees work in large organizations with more than 10 servers and more
than 100 personal computers. This fact indicates the need for an IT audit of large
organizations. It should be noted that this problem is typical for all regions and
organizations of various industry and departmental affiliations without exception.
100% of employees considered it necessary to expand the security staff, while 88%
need a significant expansion of the staff, which also indicates the need to use Al,
which will simplify the routine work of information security department
employees. Also, 100% of employees familiar with Al technologies agree with
their effectiveness and the feasibility of their use. 80% of all surveyed employees
consider it necessary to strengthen existing security measures and use Al
technologies in them to one degree or another. From the above statistical data, one
can also draw a conclusion about the advisability of introducing Al into the work
process of organizations of various profiles.

Thus, taking into account the absence of the above-mentioned areas of
protection in the Kazakhstan market, as well as the provided statistics on the
improvement of key indicators of enterprise security from cyberattacks, we can
conclude that it is promising and feasible from a technical point of view to create a
set of protection tools using artificial intelligence based on domestic software
solutions.
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KA3AKCTAH DKOHOMMKACHI YIITH KMBEP KAVIIICI3IIK
"KACAHABI MHTEJUIEKT TEXHOJIOTHUSITIAPHI HETT3TH/IE
KOPTAHBIC KYPAJIJIAPEI

Anoamna. byn 2vibivu  makanaoa  Kubepxayincizoikme  iHcacaHowvl
UHMENIeKm — MeXHONI02USIApbIH  NAUOAIaHyObly — MAaHbi30bl  JiCIHE  O3eKmi
Maxwvlpblovl Kapacmulpsliaovl. Kacanovl unmeniexm mooyivoepi oencenoi mypoe
Oipixmipineen aknapammolk Kayincizoikmiy Hezizei Oazblmmapsl mMaioaHobl.
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Konoanvicmazvr omanovix 6azoapramanviy scacakmama uecizinoe, OHbIH iuiHOe
Kaszakcman Pecnybnukacbt 3KOHOMUKACHIHBIY MEXHOIO2USAIBIK  MAYeNci30iin
KaMmMamacwvl3 emy MaKcamuvlHod, HCAcanobl UHMeNLNeKmKe He2i30eneeH Kayincizoik
wewimMoepiniy — myorcolpimMoamacsl  Ycvinolaovl.  Capanmamanvly — cayaiHama
HaMUdICeCiHOe JHCacaHObl UHMENNeKm MeXHON02UANapbl HezizoeNieeH Kayincizoik
Jcylieniepin  apmypii  IKOHOMUKATLIK — Canaiapoa  eHeizyoiy  NpaKmuKaiblk
MAaHbI30bLIbIZbI MEeH OPbIHOLLIbIRBIH pacmatiovl. KazaxcmauHvlly 3KOHOMUKABIK
CEKMOPbIHOA&bl KUOEPKbLIMbICNEH KYypecy OOUbIHUA YChiHbICcmap 0epioi.

Tyitinoi ce3dep: oxoHoMuKka, ocacanovl umwmennekm, Kazaxcman
Pecnybnukacwl, kubepxayincizoik, kubepuiadybwi.
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CPEACTBA 3AIIUTHI A5 OBECIHHEHEHU A KUBEPBE3OITACHOCTH
3KOHOMMKHU KA3AXCTAHA HA OCHOBE TEXHOJIOT' U
NCKYCCTBEHHOI'O UHTEJIJIEKTA

Annomayuna. B Hnayunou cmamve pacKkpvigaemcs makas 8adcHas U
AKMyanvHas HA CeLOOHAWHUL OeHb meMd, KAK NpuMeHeHue mexHOI02Ull
UCKYCCMBEHH020 uHmeniekma 8 cgepe xubepbezonacnocmu. llpoananusuposarul
OCHOGHblE — HANPABIEHUS  3awjumel  UH@OpMAyuu, 6 KOmopvle aKMUEHO
UHmMe2pUpYIomcs: MoOyau UCKYCCMBeHH020 unmenekma. lIpeonosxcena xonyenyus
cpedcme 3auumsl C UCHOIL30BAHUEM UCKYCCMBEHHO20 UHMENIeKma Ha 0Oasze
Cyuwecmsyroue2o 0me4ecmeeHH020 NPoOcPaAMMHO20 0OecneyeHus, 6 mom 4ucie 8
yenax obecneyenus MexHON02UHeCKOU He3a8UCUMOCMU IKOHOMUKU Pecnyoaruku
Kasaxcman. Ha ocnoee skcnepmnozo onpoca noomeepicoeHa NpaKmudecKasl
3HAYUMOCMb U 1enecooOpasHOCmb GHeOpeHUsi CUCmeM 3aujumsl HAd OCHOGE
MEXHON02UU UCKYCCMBEHHO20 UHMENLEeKMA 8 DA3IUYHbIX OMPACIAX IKOHOMUKU.



Ilpeonooicenvt  pekomendayuu no 6Oopvbe ¢ KubepnpecmynHocmvio 8
aKoHoMuyeckol cpepe Kazaxcmana.

Knrouesvie cnoea: sxonomuka, uckyccmeenHviil unmennekm, Pecnybnuka
Kazaxcman, kubepbezonacnocms, kubepamaxka.



